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The main objective of the present guidelines is to assist judges, prosecutors, police 

officers and lawyers to properly communicate information about ongoing criminal 

cases to the media or online on their websites, and thus to prevent them from 

violating the presumption of innocence of the suspects and accused. The guidelines 

include a brief    introductory section explaining the impact of media exposure on 

the private and social life of suspects and accused and offer a set of 

recommendations on how to present the information to the public while 

safeguarding the rights of suspects and accused. It provides guidance for assessing 

what the personally identifiable information is and how to present personal 

information without unneccessary disclosure of the suspect or accused person’s 

identity. Moreover, the guidelines include recommendations on how to 

determine that a disclosure of identity is justified and suggest an appropriate 

manner for delivery of information.  Another issue addressed is the media 

attendance in the proceedings - when is allowed to be present in courtrooms and 

how to safeguard the privacy of the suspect or accused in such cases. In addition 

to that, the guidelines include recommendations for legal practitioners and 

national authorities on how to manage the information online, particularly about 

uploading content (including pictures and videos), making reference to a source, 

moderating comments and discussions, providing update of information and 

when and how to restrict or disable the access to the information.  

 
According to Article 8 of the European Convention on Human Rights "Everyone 

has the right to respect for his private and family life, his home and his 

correspondence"1. As specified by the European Court of Human Rights, the 

concept of private life must be interpreted in a broad sense, including, among 

other things, physical and social identity2, personal image and reputation3. By 

virtue of this article of the Convention, the signatory States are obliged, both in 

аnegative and positive sense, to guarantee respect for the private life of the 

subjects. 

 
However, the ECHR itself recognises that some intrusion into the private lives of 

suspects and defendants is inherent in criminal proceedings4. Indeed, as Directive 

(EU) 2016/343 and Recommendation (2003)13 provide, authorities should, as a 

                                                             
1 Council of Europe, European Convention for the Protection of Human Rights and Fundamental Freedoms, as 
amended by Protocols, n. 11 and 14 and supplemented by Protocols n.1, 4, 6, 7, 12, 13 and 16. 
2 European Court of Human Rights, Pretty v. United Kingdom, No. 2346/02, 29 July 2002. 
3 European Court of Human Rights, Axel Springer AG v. Germany, no. 39954/08, 7 February 2012. 
4 European Court of Human Rights, Jankauskas v. Lithuania, no. 50446/09, 13 November 2017. 

https://www.echr.coe.int/Documents/Convention_ENG.pdf
https://hudoc.echr.coe.int/rus#{%22itemid%22:[%22001-60448%22]}
https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-109034%22]}
http://hudoc.echr.coe.int/app/conversion/docx/?library=ECHR&id=001174617&filename=CASE%20OF%20JANKAUSKAS%20v.%20LITHUANIA%20.
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general rule, inform the public and the media about those proceedings of "public 

interest or which have attracted public attention"5. However, this does not 

exempt the authorities from ensuring compliance with Article 8 to the utmost.  

When disclosing information about criminal proceedings, authorities should 

carefully weigh the public interest against the right to privacy of those involved 

and the degree of interference required for the proper conduct of the 

investigation. 

 
It should be borne in mind that the disclosure of excessive details about the 

subject's private life can lead, especially in cases of great media interest, to the 

public making of moral judgments about the suspect or accused person. These 

parallel judgments can influence the criteria of judges or juries, compromising the 

right to a fair trial (enshrined in Article 6 of the European Convention on Human 

Rights). Aditionally they could impose an added penalty to the accused which 

might compromise the achieving of a successful social reintegration of the subject.   

 
Of special mention are those elements of the private life of the suspect or accused 

relating to their psychological physical integrity, gender identity, sexual 

orientation and sexual life6, and ethnic identity and race7. The disclosure of these 

personal details belonging to the most  intimate sphere of the subject is not only 

violation of their privacy, but can give rise to discriminatory behavior that falls 

both on the accused or suspect himself, as well as on the rest of individuals who 

share that characteristic, circumstance or condition. 

  

                                                             
5 Council of Europe, Committee of Ministers (2003), RecommendationRec (2003)13 on the provision of information 
through the media in relation to criminal proceedings, 10 July 2003. 
6 European Court of Human Rights, Mikulićv.Croatia, no. 53176/99, 4 September 2002. 
7 European Court of Human Rights, Ünal Tekeli v.Turkey, No. 29865/96, 16 February 2005. 

https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=003-489754-491011&filename=003-489754-491011.pdf
https://hudoc.echr.coe.int/app/conversion/pdf/?library=ECHR&id=002-4152&filename=002-4152.pdf
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2.1. Check which information can make the person identifiable 

 
The scope of personally identifiable information is usually percieved merely as the 

first name, surname, age and sex. However, in addition to these personal data 

components, other types of information could lead to the identification of the 

subject, especially combined with some of the abovelisted personal details, such 

as: 

 

 Occupation. 

 Employment status, work history or place of employment. 

 Nationality, ethnicity or race. 

 Area or place of residence. 

 
Nowadays there is a significant amount of personal information available on the 

Internet, both uploaded by the subjects themselves as well as transferred by them 

to third parties (e.g. a company website or records of participation in sporting 

events). This circumstance makes it easy for any user or journalist, using  a search 

engine, to cross-reference the different information available and try to identify a 

suspect or any other person involved in the criminal process. 

 
Consequently, when disclosing information on the subjects involved in a criminal 

proceeding, the information should be offered as aggregated as possible (i.e., it 

will be preferable to offer information on the province rather than on the district 

or municipality, especially if we are talking about small towns) and take into 

account the possible "triangulation of the disclosed information", verifying, as far 

as possible, that the sum of the different information cannot lead to the disclosure 

of the subject's identity through public and easily accessible information. 

 
 

2.2. Cases in which the disclosure of the suspect or accused’s identity is 
justified: How this disclosure should be done 

 
In the event that information related to criminal proceedings and to the suspect 

or accused person can and should be disclosed, such information shall be 

transmitted in accordance with the following principles: 

 The presumption of innocence must be respected at all times, avoiding 

referring to the suspect or accused in such a way as to imply that guilt is 

assumed. 
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 The information disclosed must be provided in an objective manner, 

avoiding assessments and judgments, and be supported by the facts 

known at the time. 

 Even if disclosure of information about the accused or subject is justified, 

their privacy and personal life should be safeguarded as far as possible, 

avoiding unnecessary disclosure of information relating to particularly 

sensitive areas, such as their family situation, their physical or 

psychological health, or their gender identity, orientation and sexual life. 

 

 
2.3. Permissible media attendance in courtrooms. 

 
Freedom of the press and free information are fundamental elements for the 

consolidation of plural societies and an informed and critical public opinion, in 

addition to facilitating transparency in the functioning of public bodies and 

institutions, which is essential for the health of democratic systems and to avoid 

citizen disaffection. 

 
It seems, therefore, somewhat clear that media coverage of criminal proceedings, 

particularly those of particular relevance, must be guaranteed, since, in the words 

of the Advisory Council of European Public Prosecutors ‘’Justice must be done and 

must be seen to be done’’8. However, this coverage must be carried out with due 

observance and respect for the rights of all parties involved, starting with respect 

for human dignity as guaranteed by Article 1 of the Charter of Fundamental Rights 

of the European Union. The commentary to the Bangalore Principles by the 

UNODC9, in the same sense as the Madrid Principles on the Relationship between 

the Media and Judicial Independence10, explains that the media have the right to 

gather and disseminate information to comment on acts of the Administration of 

Justice before, during and after the trial, without violating the presumption of 

innocence. This right may be limited only for reasons expressly provided for by 

the law of each State in order to ensure respect for the rights of others, such as 

the right to reputation, or to protect national security, public order, public health 

or morals11.  

 

Furthermore, in the case of criminal proceedings, it is required as an additional 

criterion to allow the disclosure of information by the media when it is strictly 

                                                             
8 Consultative Council of European Public Prosecutors (2013) Opinion no.8, paragraph 30.  
9 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles.  
10 International Commission of Jurists (1994), Madrid Principles on the Relationship between the Media and Judicial 
Independence, 1 February 1994. 
11 United Nations General Asembly resolution 2200ª (XXI) International Covenant on Civil and Political Rights. Article 
19.  

https://rm.coe.int/1680747848
https://www.unodc.org/documents/nigeria/publications/Otherpublications/Commentry_on_the_Bangalore_principles_of_Judicial_Conduct.pdf
https://www.icj.org/the-madrid-principles-on-the-relationship-between-the-media-and-judicial-independence/
https://www.icj.org/the-madrid-principles-on-the-relationship-between-the-media-and-judicial-independence/
https://www.ohchr.org/EN/ProfessionalInterest/Pages/CCPR.aspx
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necessary for the investigation or the public interest12. On the other hand, access 

to courtrooms must be allowed to the media and journalists without any 

discrimination13, and a certain number of seats must also be reserved for them, 

which in no case may constitute      an impediment for the rest of the public to have 

access to public hearings14. 

 
Although access to the courtroom is guaranteed, live broadcasting in the 

courtroom is not permitted except where otherwise provided by law15. In the 

event that a press conference is granted from the Administration of Justice, equal 

access for all media should be guaranteed to ensure pluralism, uniformity of the 

information given to the different media; and      it should be held in a space that 

allows access to an adequate number of journalists, taking into account 

accessibility in terms of sufficient parking or  availability of Internet connection, as 

well as being held in adequate time to allow  the publication of information to be 

prepared, allowing questions and giving clear  and truthful answers16. 

 
In any case, media coverage must respect the presumption of innocence17, 

especially in the case of popular juries or lay judges, avoiding giving information 

that could compromise their impartiality18. Likewise, the privacy and the personal 

characteristics and image of victims must be protected, especially during the 

taking of statements and testimony19; and in general, the privacy of defendants, 

victims and witnesses must be respected during the proceedings20. 

 
Following these principles, the National Criminal Justice Reference Service  of the 

United States 21  recommends that the media should act under the principles   of 

the search for truth and integrity of information, as well as that of harm 

minimization, proposing as specific ethical duties, among others: 

 Present details of the matter fairly and objectively, balancing the duty and 

                                                             
12 Directive (EU) 2016/343 of the European Parliament and of the Council of 9 March 2016. Article 4.  
13 Council of Europe, Committee of Ministers (2003) Recommendation Rec (2003)13 on the provision of information 
through the media in relation to criminal proceedings, 10 July 2003. Principle 12.  
14 Council of Europe, Committee of Ministers (2003), Recommendation Rec (2003)13 on the provision of information 
through the media in relation to criminal proceedings, 10 July 2003. Principle 13.  
15 Council of Europe, Committee of Ministers (2003), RecommendationRec (2003)13 on the provision of information 
through the media in relation to criminal proceedings, 10 July 2003. Principle 14.  
16 European Commission for the efficiency of Justice (2018) Guide on Communication With the Media and the Public 
for Courts and Prosecution Authorities . 
17 Directive (EU) 2016/343 of the European Parliament and of the Council of 9 March 2016.  
18 Council of Europe, Committee of Ministers (2003) Recommendation Rec (2003)13 on the provision of information 
through the media in relation to criminal proceedings, 10 July 2003. Principle 10.  
19 Directive 2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing minimum 
standards on the rights, support and protection of victims of crime, and replacing Council Framework Decision 
2001/220/JHA. Article 18.  
20 Council of Europe, Committee of Ministers (2003) Recommendation Rec (2003)13 on the provision of information 
through the media in relation to criminal proceedings, 10 July 2003. Principle 8.  
21 National Criminal Justice Reference Service of the United States (2000) 2000 National Victim Addistance Academy.  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016L0343
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016L0343
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32012L0029
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://search.coe.int/cm/Pages/result_details.aspx?ObjectId=09000016805df617
https://www.ncjrs.gov/ovc_archives/nvaa2000/welcome.html
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right to information with the victim's right and need for privacy and 

intimacy. 

 Respect the privacy of those involved who choose to communicate with 

the press through a representative or do not wish to communicate with 

the media. 

 Do not publish rumors about the victim, the accused or the facts except 

when they have been properly verified. 

 Never publish the identity of victims of sexual assault, child victims or 

victims of stalking or other acts intended to humiliate or degrade the 

person. 

 Focus the communicative act in a non-sensationalist way that is not 

intrusive to the life of the victim or their family members. 
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3.1. How to upload the content 

 
The information age has opened up a wide variety of options for dissemination 

with a global reach, including the sharing and publishing of legal-related content. 

 
Among the tools available, we find that the new social networks such as Twitter, 

Facebook, Instagram, or even YouTube, allow the creation of profiles, of both 

individuals and institutions, for the publication of textual or audiovisual content. It 

should be also taken into account the option of creating specialized blogs or 

publishing in some of the existing ones, among which at European level we can    

highlight the European Law Blog; EJIL:Talk! or How to Crack a Nut. 

 
In order to achieve an effective and deontologically appropriate communication 

by legal operators through social networks, either individually as individuals or 

through institutional profiles, several documents have been developed that try to 

guide these agents and allow them to develop an activity in the networks in 

accordance with the relevance of their positions. 

 
In this way, it has been considered that it would be desirable that their 

publications emphasize the existence and guarantee of basic principles such as 

judicial independence or the presumption of innocence, and in the case of 

publications as individuals, opinions on the matters in which they are participating 

should be avoided22. 

 
On the other hand, while it is considered correct that judges or other positions 

and authorities identify themselves as such on social networks and make their real 

names public, it is recommended that professional and personal life be separated 

on some social networks by not identifying the position or real name, as well as 

maintaining an online activity that respects the dignity of the Courts and the 

impartiality inherent in the positions they hold, avoiding expressing opinions that 

could undermine the perception of such impartiality or that may involve the 

promotion of commercial or economic interests23. 

 

                                                             
22 European Commission for the efficiency of Justice (2018) Guide on Communication With the Media and the Public 
for Courts and Prosecution Authorities https://rm.coe.int/cepej-2018-15-en-communication-manual-with-
media/16809025fe#_Toc524690270 
23 United Nations Office on Drugs and Crime (2019) Non-biding guidelines on the use of social media by judges 
https://www.unodc.org/res/ji/import/international_standards/social_media_guidelines/social_media_guidelines_fi
nal.pdf  

https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://www.unodc.org/res/ji/import/international_standards/social_media_guidelines/social_media_guidelines_final.pdf
https://www.unodc.org/res/ji/import/international_standards/social_media_guidelines/social_media_guidelines_final.pdf
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In the same vein, the Bangalore Principles require judges to maintain and enhance 

public confidence in the impartiality of the judiciary, both in and out of court24; 

and not to intentionally make any comments that may affect the outcome of the 

proceedings or impair impartiality in the proceedings when they are hearing or 

may be called upon to hear them25, with some other institutions having 

recommended in this regard to refrain from making any comments on a pending 

case, paying additional attention to images uploaded to networks to avoid 

unintentionally disclosing confidential information26. 

 
Furthermore, they should avoid any impropriety or appearance of impropriety in 

their manner27, and should therefore interact with others with due courtesy and 

respect28 showing a correct representation of the Administration of Justice 

through a professional tone, avoiding making personal posts during working hours 

or using excessively vulgar or satirically offensive expressions29; as well as 

maintaining their dignity in any comments, images or information shared30. 

 
Although the above-mentioned principles were expressly formulated to guide the 

actions of judges and magistrates, they can be applied mutatis mutandis to other 

legal practitioners. 

 
Special attention should also be paid to the 'friending' policy in networks to avoid 

giving the appearance of bias, and should be reviewed regularly and avoid sending 

or accepting such requests from parties to a case or their legal representatives31. 

 
It is equally neccessary to refrain from publishing political messages, endorsing or 

criticising political candidates, or making any publication that could lead to the 

linking by the public of the judiciary or other bodies to particular parties or 

ideologies32. There has been a debate about the possibility of publication of 

political opinions or friendships under the caveat that these are strictly personal 

opinions, and, while in some cases this option has been viewed favorably, on other 

occasions it has been considered that  such a provision does not prevent the public 

                                                             
24 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles, Principle 2.2.  
25 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles, Principle 2.4.  
26 Central and Eastern European Law Initiative Institute (2019) Practical Guidelines on Use of Social Media by Judges: 
Central and Eastern European Context, Recommendation 2.  
27 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles. Principle 4.1.  
28 United Nations Office on Drugs and Crime (2019) Non-biding guidelines on the use of social media by judges, 
Paragraph 19 et seq.   
29 Central and Eastern European Law Initiative Institute (2019) Practical Guidelines on Use of Social Media by Judges: 
Central and Eastern European Context, Recommendation 1.  
30 Global Judicial Integrity Network (2018) Use of Social Media by Judges. Discussion Guide for the Expert Gloup 
Meeting.  
31 United Nations Office on Drugs and Crime (2019) Non-biding guidelines on the use of social media by judges, 
Paragraph 25 et seq.  
32 Global Judicial Integrity Network (2018) Use of Social Media by Judges. Discussion Guide for the Expert Gloup 
Meeting.  

https://www.unodc.org/documents/nigeria/publications/Otherpublications/Commentry_on_the_Bangalore_principles_of_Judicial_Conduct.pdf
https://www.unodc.org/documents/nigeria/publications/Otherpublications/Commentry_on_the_Bangalore_principles_of_Judicial_Conduct.pdf
https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/
https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/
https://www.unodc.org/res/ji/import/international_standards/social_media_guidelines/social_media_guidelines_final.pdf
https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/
https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/
https://www.venice.coe.int/files/un_social_media/unodc.pdf
https://www.venice.coe.int/files/un_social_media/unodc.pdf
https://www.unodc.org/res/ji/import/international_standards/social_media_guidelines/social_media_guidelines_final.pdf
https://www.venice.coe.int/files/un_social_media/unodc.pdf
https://www.venice.coe.int/files/un_social_media/unodc.pdf
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from perceiving the issuer as an impartial person33, so that in any case due caution 

and discretion should be exercised in this regard. 

 

3.2 How to include a reference about the source, the date and the time of the 
publication 

 
The exemplary nature of their conduct must be present in the conduct of legal 

operators, since their image is of vital importance for the public's affection and 

confidence in the proper functioning of justice. 

 
Thus, it has been established that prosecutors should act transparently while 

granting their obligation of confidentiality34. In the same way, judges should 

adhere to some ethical principles, diverse from disciplinary rules35, in order to lead 

an exemplary behaviour characterized by sensitivity and self-restraint36. Those 

principles should be aligned with the Bangalore Principles of Judicial Conduct, 

since ‘’the same standards of ordinary reality apply to virtual reality’’37. 

 
In short, it must be assumed that legal operators, due to the relevance and 

visibility of their positions, must adhere to rules of propriety with higher standards 

than other individuals in their activity on social media. 

 
This canon of integrity and exemplary behaviour must also apply to the treatment 

of sources and the choice of dates in publications on the Internet, so as not to 

damage the image of competence and impartiality or reveal improper 

information. 

 
With regard to references to the date or time of publication, it should be noted 

that, as a general rule, social networks and websites display the date, and 

sometimes even the time, when publications were made, providing such 

information as long as the content is still available. It is therefore recommended 

that legal practitioners, especially judges, do not comment in advance on pending 

cases38 in order not only to avoid compromising the outcome of the process or 

the view of impartiality of the issuer himself, but also of other colleagues who may 

be hearing or participating in the case39. 

 

                                                             
33 Florida Supreme Court's Judicial Ethics Advisory Committee (2010) Opinion Number 2010-06, 26 March 2010. 
34 Council of Europe, Commitee of Ministers (2012). Recommendation CM/Rec(2012)11 on the role of public 
prosecutors outside the criminal justice system.  
35 Consultative Council of European Judges (2010) Magna Carta of Judges. Principle 18.  
36 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles, p.81.  
37 Ibero-American Commission on Judicial Ethics (2020) Ninth Opinion about usage of new technologies by judges: 
ethical advantages and challenges, Paragraph 61.  
38 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles, Principle 2.4.  
39 Cumbre Judicial Iberoamericana (2014) Ibero- American Code of Judicial Ethics, Article 7.  

https://www.jud6.org/legalcommunity/legalpractice/opinions/jeacopinions/2010/2010-06.html
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016805c9d19
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016805c9d19
http://rm.coe.int/2010-ccje-magna-carta-anglais/168063e431
https://www.unodc.org/documents/nigeria/publications/Otherpublications/Commentry_on_the_Bangalore_principles_of_Judicial_Conduct.pdf
https://www.poderjudicial.es/stfls/CIEJ/FICHEROS/Versi%C3%B3n%20final%20Noveno%20Dictamen%20CIEJ%20nuevas%20tecnolog%C3%ADas%20y%20%C3%A9tica%20judicial%20Fern%C3%A1ndez%20Mend%C3%ADa.pdf
https://www.poderjudicial.es/stfls/CIEJ/FICHEROS/Versi%C3%B3n%20final%20Noveno%20Dictamen%20CIEJ%20nuevas%20tecnolog%C3%ADas%20y%20%C3%A9tica%20judicial%20Fern%C3%A1ndez%20Mend%C3%ADa.pdf
https://www.unodc.org/documents/nigeria/publications/Otherpublications/Commentry_on_the_Bangalore_principles_of_Judicial_Conduct.pdf
https://www.poderjudicial.es/stfls/CIEJ/FICHEROS/CIEJ_reformado_2014.pdf
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It would therefore be advisable to specify the time or date of publication, which 

in most cases cannot be avoided, only when the cases or events to be commented 

on have already been resolved and/or do not pose a risk to the image and 

credibility of the institutions or other legal practitioners. 

 
Finally, when indicating the sources of information used or that motivate a 

publication, care should be taken not to give the impression of biased or partial 

information. 

 

Therefore, it would be desirable to reference official sources or, in the case of 

news or current events, to provide information based on different sources and 

verified through the search, compilation, contrast and synthesis of the 

information obtained40. 

 
This issue is relevant because using diverse and pluralistic sources ensures that 

the observer does not link the broadcaster to media outlets that share ideologies 

or show support for specific political candidates, helping to maintain an 

appearance of impartiality and independence at all times. 

 

 
3.3. Whether and how to allow and moderate comments and discussions 

 
When posts are made on the Internet there is the potential for discussions to be 

started or offensive comments from third parties to appear in the comments 

section of the post, which are often beyond the control of the account holder who 

made the post41. 

 
The question therefore arises as to when legal practitioners should try to 

moderate discussions that have been initiated in the context of one of their 

publications, or whether they should allow comments in their publications. 

 

That is why it is part of the preparation of an appropriate communication strategy 

in social networks to decide whether to allow the public to leave comments on 

the entries or publications made or whether to include some parameter to 

prevent anyone from posting, recommending that, in the case of blogs or other 

groups where people can participate directly, some kind of prior control of 

publications that involve a moderator to review them before allowing the 

publication for the public is introduced42. 

                                                             
40 European Commission for the efficiency of Justice (2018) Guide on Communication With the Media and the Public 
for Courts and Prosecution Authorities.  
41 European Commission for the efficiency of Justice (2018) Guide on Communication With the Media and the Public 
for Courts and Prosecution Authorities.  
42 Meyer, N. (2014) Social Media and the Courts: Innovative Tools or Dangerous Fad, p.19.  

https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://www.iacajournal.org/articles/abstract/10.18352/ijca.136/
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Some social networks, including the large current networks Facebook, Twitter 

Instagram and YouTube, allow you to manage who can comment on your own 

publications, being able to establish as a requirement to be friends or followers in 

that network or even only allow it to specific people. Making use of this tool can 

be a perfect option to control the content that others can contribute in relation 

to our posts, especially when the number of followers is high, the topics are 

current or of high social interest, or when, for other reasons, there tends to be a 

high participation of third parties. 

 
If one wished to allow the maximum degree of participation and public input, the 

solution to this type of disputes or inappropriate comments whose tolerance 

could lead to considerations of impartiality or damage the reputation and image 

of the legal operator, could be, firstly, to publicly define the limits beyond which 

comments will not be tolerated in own publications43; and, secondly, to proceed 

to remove this type of contributions from the comments section. 

 
Opting for the elimination of inappropriate participations requires being aware 

and periodically monitoring the existing comments in the uploaded publications, 

although this way of proceeding and managing the profiles on social networks is 

the strategy that is recommended as a general rule by the UNODC44, constantly 

reviewing the existing content in them in search of elements that could damage 

the image and reputation or that could be considered inappropriate when new 

circumstances arise. 

 
Despite this requirement, this type of exemplary action may be the most 

appropriate option, especially in the case of offensive comments or comments 

that may violate basic principles such as human dignity, human rights or the rights 

of minorities, which are recognised as values on which the European Union is 

founded45. 

 

Otherwise, allowing these comments could lead to the identification of the   legal 

operator with specific ideologies or parties, thus destroying the appearance  of 

neutrality or due restraint in the expression of personal opinions that should 

prevail in their actions. However, this prudence must also govern when making 

use of this option, being necessary a due proportionality in order to avoid possible 

exaggerated reactions that cause the same effect that is intended to prevent. 

 

                                                             
43 Central and Eastern European Law Initiative Institute (2019) Practical Guidelines on Use of Social Media by Judges: 
Central and Eastern European Context, p.20.  
44 United Nations Office on Drugs and Crime (2019) Non-biding guidelines on the use of social media by judges, 
Paragraph 26.  
45 Treaty on European Union (2012), Article 2.  

https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/
https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/
https://www.unodc.org/res/ji/import/international_standards/social_media_guidelines/social_media_guidelines_final.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A12012M%2FTXT
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3.4. When and how to update the information 

 
Justice must not only be done, but must also be seen to be done46. It is a 

fundamental issue that citizens perceive that the justice system works correctly 

and adequately to ensure their trust and, thus, the legitimacy of the socio-political 

regime as a whole. 

 
This was reflected in the Bangalore Principles47, taking  into account that trust in 

the judiciary is based not only on the competence of its  members, but also on the 

image they project individually48, which can reinforce or undermine the holistic 

image that citizens perceive of the body. Again, this effect is not only predictable 

with respect to judges, but to all legal operators, who are perceived as figures of 

authority and trust in the matter, and taking into account the responsibilities that 

derive from this condition, they must act. 

 
For this reason, when new information or conditions have arisen in relation to 

content already published which could be considered incorrect, inaccurate or 

incomplete, or when previously published information could reveal information 

which under the new circumstances should remain unnoticed by the general 

public, it may be appropriate for legal operators to amend, correct or rectify this 

content to ensure that their image, credibility and perception of competence 

remains intact. 

 
It should be noted that nowadays it is possible to capture the image of the initial 

publication or copy its content and then reproduce it, so that in these cases the 

subsequent correction of possible errors would not be effective49, so it is always 

advisable to take preventive measures, checking and verifying the content before 

publishing. 

 

On the other hand, these actors should be aware of the possibility of their 

publications being manipulated or decontextualised on the networks50. If these 

manipulations, or misunderstandings result from ambiguous or misleading 

wording, operators should modify the content posted to try to make it more 

concrete or accurate. It could be that these  errors arise from the interpretation 

made by the media, in which case a statement   could be made to try to clarify the 

                                                             
46 Consultative Council of European Public Prosecutors (2013) Opinion no.8.   
47 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles, Principle 3.2.  
48 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles, p.77.  
49 European Commission for the efficiency of Justice (2018) Guide on Communication With the Media and the Public 
for Courts and Prosecution Authorities.  
50Global Judicial Integrity Network (2018) Use of Social Media by Judges. Discussion Guide for the Expert Gloup 
Meeting, p.12.  

https://rm.coe.int/1680747848
https://www.unodc.org/documents/nigeria/publications/Otherpublications/Commentry_on_the_Bangalore_principles_of_Judicial_Conduct.pdf
https://www.unodc.org/documents/nigeria/publications/Otherpublications/Commentry_on_the_Bangalore_principles_of_Judicial_Conduct.pdf
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://www.venice.coe.int/files/un_social_media/unodc.pdf
https://www.venice.coe.int/files/un_social_media/unodc.pdf
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position expressed or seek to make the appropriate correction to the information 

provided51. 

 
However, this exercise of responsibility that involves trying to provide a truthful 

and complete image in social networks by modifying and rectifying the content 

published should always be done taking into account that the Bangalore Principles 

have been interpreted in the sense of refraining from entering into controversies 

or discussions about past decisions, especially if it is about adding arguments not 

given in the judgment, or other legal document, corresponding to that decision or 

action52. 

 
But the updating of publications on social networks by legal operators does not 

necessarily have to be done only in the sense of rectifying the information given 

in order to guarantee the integrity of one's own image. On the contrary, especially 

if the activity maintained on social networks has a pedagogical or informative 

motivation or objective, it should be taken into account, as recommended by 

Norman Meyer53, that it is an appropriate strategy to carry out frequent updates 

of the content offered in the profile in order to maintain the attention of the public 

in general and of the followers already in possession in particular. 

 
As appropriate as it may be to remain active on networks and to update 

information on an ongoing basis, due consideration should be given to the fact 

that posting on topical issues could lead to the treatment of politically or socially 

controversial issues, so, as has been consistently maintained in this guide, exercise 

restraint, respect and care to portray an image of impartiality and integrity. 

 
3.5. When and how to restrict or disble the content. 

 
The need to maintain an image of integrity, impartiality and/or competence on 

the part of legal operators, in order to strengthen public confidence, may lead in 

certain cases to the need to remove or restrict access to publications made on 

social networks. 

 

Firstly, consideration should be given to the option of removing the published 

content when, in cases similar to those set out in the previous section, it would 

be impossible to rectify errors that had been made or to modify it to adapt it to 

new circumstances or information that would have led to the publication 

becoming incorrect, inaccurate or inappropriate; especially when it could be 

detrimental to one's own image and credibility. 

                                                             
51 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles, p.61.  
52 United Nations Office on Drugs and Crime (2013) Commentary to the Bangalore Principles, p.61.  
53 Meyer, N. (2014) Social Media and the Courts: Innovative Tools or Dangerous Fad.  

https://www.unodc.org/documents/nigeria/publications/Otherpublications/Commentry_on_the_Bangalore_principles_of_Judicial_Conduct.pdf
https://www.unodc.org/documents/nigeria/publications/Otherpublications/Commentry_on_the_Bangalore_principles_of_Judicial_Conduct.pdf
https://www.iacajournal.org/articles/abstract/10.18352/ijca.136/
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The Judicial Ethics Committe of the California Judges Association54, which 

considers that judges should eliminate, or at least restrict   access to, publications 

that could create the appearance of bias, was similarly pronounced on this issue. 

 
It is also possible that in publications or posts created on social networks or 

websites it happens that mass public discussions are started that are difficult to 

follow and control by the manager of the account that made the publication55. It 

would be appropriate to also consider in these cases the possibility of deleting or 

restricting public access to these publications, options provided by the social 

network itself. 

 
With regard to publications made prior to taking up the position in question, 

UNODC recommends that, where they could damage public confidence in the 

impartiality or competence of the operator in particular, or of the body or 

institution to which he or she belongs in general, consideration should be given to 

removing the publication56. 

 
In any case, it is necessary to know the scope of the publications in the different 

social networks and the effects of their elimination. It should be noted that in the 

Facebook social network, there is the option of determining which users have 

access to the publications, allowing general access, limiting it only to those people 

accepted as friends, or establishing access only to some specific people through 

the privacy settings57; as well as in both the Twitter and Instagram social networks, 

the private account settings can be applied, in which the content published can 

only be viewed by people who are accepted as followers. Regardless of the above, 

as will be seen below, deleting publications or restricting access to them does not 

ensure that they will not reappear in the future or continue to circulate publicly. 

 

But not only should attention be paid to the content actively uploaded in the form 

of text or image posts, but also to the personal information available to the public 

through profiles on the networks. That is why it would be advisable to use privacy 

settings to restrict access to personal data, as well as to disable geolocation58 as 

well as to perform a search for these personal data that are available on the 

                                                             
54 Judicial Ethics Commitee of the California Judges Association (23 November 2010) Opinion 66, on online social 
networking.  
55 European Commission for the efficiency of Justice (2018) Guide on Communication With the Media and the Public 
for Courts and Prosecution Authorities.  
56 United Nations Office on Drugs and Crime (2019) Non-biding guidelines on the use of social media by judges, 
Paragraph 21.  
57 Central and Eastern European Law Initiative Institute (2019) Practical Guidelines on Use of Social Media by Judges: 
Central and Eastern European Context, p.17.  
58Global Judicial Integrity Network (2018) Use of Social Media by Judges. Discussion Guide for the Expert Gloup 
Meeting.  

https://www.caljudges.org/docs/Ethics%20Opinions/Op%2066%20Final.pdf
https://www.caljudges.org/docs/Ethics%20Opinions/Op%2066%20Final.pdf
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://rm.coe.int/cepej-2018-15-en-communication-manual-with-media/16809025fe#_Toc524690270
https://www.unodc.org/res/ji/import/international_standards/social_media_guidelines/social_media_guidelines_final.pdf
https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/
https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/
https://www.venice.coe.int/files/un_social_media/unodc.pdf
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Internet and make sure that among them   is not the address or phone number59. 

 
However, deleting content that has already been uploaded, as warned by the 

CEELI Institute in its practical guide for the use of social networks by judges60, does 

not necessarily mean that the deleted publication is permanently  inaccessible to 

others and guarantees that it will not reappear on the networks, as some users 

may have saved images or captured the publication, and it is possible that it could 

be recovered by Internet providers or other users and decide to republish the 

content. Therefore, as a general principle, a cautious attitude should be adopted 

in the activity on social networks, trying to reduce as much as possible the contents 

that  could compromise one's own figure and image, given the difficulties that 

could be encountered in the future to try to eliminate the ''digital footprint'' 

created. 

                                                             
59Clarke, B. (2017) Take care of your digital footprint.  
60 Central and Eastern European Law Initiative Institute (2019) Practical Guidelines on Use of Social Media by Judges: 
Central and Eastern European Context.  

https://www.judiciary.uk/wp-content/uploads/2013/07/tribunals-journal-spring-2017.pdf
https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/
https://ceeliinstitute.org/practical-guidelines-on-use-of-social-media-by-judges-central-and-eastern-european-context/


ARISA 2: Assessing the Risk of Isolation of Suspects and Accused: 
The Role of the Media 

 

 
 
 

 
 
 
 
 

 

Justice cannot ignore the public’s need for information and it has an interest in a 

correct way for the media to present the proceedings. Because of their 

fundamentally different roles in the trial, the courts and prosecution services (or 

other criminal prosecution authorities) do not assume the same responsibilities 

and do not have the same flexibility with regard to information to the public. 

 
As a general rule, courts and their judges should comment publicly on pending 

proceedings. The hearing schedule should be made available to the media and the 

public. If necessary, press releases and court websites can inform journalists of 

further steps in the proceedings. Before the hearing, the concerned judges should 

not make open comments on the cases. However, in certain situations it may be 

useful for a spokesperson to provide purely factual information (expected 

duration of a hearing, number of witnesses). However, in specific circumstances 

it may be useful for a spokesperson to provide just factual information (expected 

duration of a hearing, number of witnesses). Depending on the circumstances, the 

court spokesperson could provide the media with additional information, as 

about courtroom incidents. When a judgement is verbally rendered, the reasoning 

should be clear, precise, concise and comprehensible for journalists and the general 

public. The written reasons in the judgement should meet the same requirements; 

instructions may be given to judges to achieve this goal. Judgments should be 

published – most frequently in anonymous form - on court websites, at     least for 

superior courts. Judges should not publicly comment on their judgements    after 

they have been rendered. In the event of an erroneous report by the media, the 

court may request a corrigendum. 

 
On the other hand, the public prosecution services may communicate on pending 

proceedings, within the limits set by the main principles of criminal law. When an 

event is already known to the public, proactive communication is most often 

required, in order to anticipate rather than correct. There must be a public 

interest in the spreading of information in order for a communication to be 

justified (public collaboration in solving cases or searching for suspects; warning 

or reassuring the public; correction or prevention of the dissemination of 

inaccurate information or rumours; particular scope of the case). 

 
The content of the given information should be: 

 objectivity and accuracy; 
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 in a non- discrisminatory manner; 

 avoiding enchancing the perception of guilt; 

 safeguarding the interests of the investigation; 

 if possible, respond to the questions: Who? When? What? Where? 

How? Why?; 

 respect for the presumption of innocence; 

 respect the privacy of the suspect or accused person; 

 respect for the personality of people involved; 

 respect for the independence of the judiciary and the impartiality of 

judges; 

 should not contribute to hatred or prejudice in society. 

 
During the court proceedings, the public prosecutor should hold certain 

discretion. However, outside the debates, he/she may have to explain to 

journalists the facts and their context, as well as specific legal questions. Once the 

judgment has been rendered, the public prosecutor should also hold certain 

discretion, but he/she may indicate whether or not he/she intends to appeal the 

judgment. 
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